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Basic Provisioning

Customer purchases 
a SiteLock product

Is the Customer 
new to SiteLock?

Is the Domain 
new to SiteLock

Yes
Is plan_offer_type = 

'addon'
No Yes

call modifyAccount (Case E)
 In <siteInformation>, provide SL Site ID in the <id> 

field.
 If the plan_offer_type of the new plan = 'plan', 

then provide the SL Product Id in <subscription>
 If the plan_offer_type of the new plan = 'bundle', 

then provide the SL Product Id in <bundle>

call provisionAddon (Case F)
 In <addonInfo> provide SL Site ID in <site_id> 
 Provide the SL Product ID of the addon in 

<subscription>

No

call provisionAccount (Case D)
 Provide <account_id> in 

<accountInformation>, do not 
provide other customer account 
info. 

 Provide <domain>, 
<trusted_domain>, <domain_email> 
in <siteInformation>

call provisionAccount (Case A)
 Do not provide <account_id> in 

<accountInformation>, provide 
other customer account info. 

 Provide <domain> , 
<trusted_domain>, <domain_email> 
in <siteInformation> details

Yes

Yes

Continue to Advanced 
Provisioning

Is the Domain 
known?

call provisionAccount (Case C)
 Provide <account_id> in 

<accountInformation>, do not 
provide other customer account 
info. 

 Do not provide <domain>, 
<trusted_domain>, <domain_email> 
in <siteInformation>

No

Is the Domain 
known?

call provisionAccount (Case B)
 Do not provide <account_id> in 

<accountInformation>, provide 
other customer account info. 

 Do not provide <domain>, 
<trusted_domain>, <domain_email> 
in <siteInformation>

Yes

No

No

plan_offer_type 
= 'plan'?

include SL Product 
ID in 

<subscription>
Yes

plan_offer_type 
= 'bundle'

No

include SL Product 
ID in 

<bundle>
Yes

plan_offer_type 
= 'addon'

No

include SL Product 
ID in <addon>

depending on the 
addon, you may  
need to provide 

additional 
information for the 

addon product

Yes

plan_offer_type is 
defined in  the Plan/
Product worksheet 

provided by SiteLock

 Provisions a 'parked' SiteLock 
site. 

 No services are performed until 
a domain name is specified in a 
subsequent modifyAccount call.

 Until the domain is  'unparked', 
the only supported calls are 
deleteAccount (with account_id 
or site_id), and modifyAccount 
with <domain>, 
<trusted_domain>, and 
<domain_email>

 Provisions a 'parked' SiteLock 
site. 

 No services are performed until 
a domain name is specified in a 
subsequent modifyAccount call.

 Until the domain is  'unparked', 
the only supported calls are 
deleteAccount (with account_id 
or site_id), and modifyAccount 
with <domain>, 
<trusted_domain>, and 
<domain_email>



Assigning a domain to a previously 'parked' site
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Customer assigns a 
domain to a 

previously  'parked' 
SiteLock site

SiteLock returns WAF 
configuration 

information. Continue 
to Advanced 

Provisioning For WAF

Was WAF 
originally 

provisioned on 
the parked site?

call modifyAccount (Case G)
 In <siteInformation>, provide SL Site ID in the <id> 

field.
 Also specify <domain>, <trusted_domain>, and 

<domain_email>
 Do not specify <subscription> or <bundle> or 

<addon>

has any domain 
name been 

assigned to this 
site_id 

previously?

The call will fail. A domain name can only be 
assigned once: either at the time of 

provisioning, or if a site was 'parked' then one 
time thereafter through modifyAccount.

Yes

No

Yes



Case A : Required Tags For Basic Provisioning
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>
<partner>Partner's Brand or Sub Partner name</partner>    

</authentication>
<provisionAccount type="live">

<accountInformation>
<name>customer name</name>
<email>customer email id used as login</email>
<password>password created for customer by partner</password>

</accountInformation>
<siteInformation>

<domain>customer's domain name</domain>
<!-- This field must contain either 'yes' or 'no' based on whether 

the domain has been verified by the partner -->
                        <trustedDomain>yes</trustedDomain>

<!-- When provisioning a SL Product with plan_offer_type = 'plan' -->
<subscription>SL Product ID from product worksheet</subscription>
<!-- 

When provisioning an SL Product with plan_offer_type = 'bundle' 

use the <bundle> tag instead of <subscription> 
When provisioning an SL Product with plan_offer_type = 'addon' 
use the <addon> tag instead of <subscription>; <addon> products 
may require additional required fields. Please see the SiteLock 
Partner API document for a list of required fields for the addon in question.

-->
</siteInformation>

</provisionAccount>
</SiteLockOnlineRequest>



Case B : Required Tags For Basic Provisioning
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>
<partner>Partner's Brand or Sub Partner name</partner>    

</authentication>
<provisionAccount type="live">

<accountInformation>
<name>customer name</name>
<email>customer email id used as login</email>
<password>password created for customer by partner</password>

</accountInformation>
<siteInformation>

<!-- Please note that domain name should not be specified -->
<!-- When provisioning a SL Product with plan_offer_type = 'plan' -->
<subscription>SL Product ID from product worksheet</subscription>
<!-- 

When provisioning an SL Product with plan_offer_type = 'bundle' 

use the <bundle> tag instead of <subscription> 
When provisioning an SL Product with plan_offer_type = 'addon' 
use the <addon> tag instead of <subscription>; <addon> products 
may require additional required fields. Please see the SiteLock 
Partner API document for a list of required fields for the addon in question.

-->
</siteInformation>

</provisionAccount>
</SiteLockOnlineRequest>



Case C : Required Tags For Basic Provisioning
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>    

</authentication>
<provisionAccount type="live">

<accountInformation>
<account_id>SiteLock's customer account ID</account_id>

</accountInformation>
<siteInformation>

<!-- Please note that domain name should not be specified -->
<!-- When provisioning a SL Product with plan_offer_type = 'plan' -->
<subscription>SL Product ID from product worksheet</subscription>
<!-- 

When provisioning an SL Product with plan_offer_type = 'bundle' 

use the <bundle> tag instead of <subscription> 
When provisioning an SL Product with plan_offer_type = 'addon' 
use the <addon> tag instead of <subscription>; <addon> products 
may require additional required fields. Please see the SiteLock 
Partner API document for a list of required fields for the addon in question.

-->
</siteInformation>

</provisionAccount>
</SiteLockOnlineRequest>



Case D : Required Tags For Basic Provisioning
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>

</authentication>
<provisionAccount type="live">

<accountInformation>
<account_id>SiteLock's customer account ID</account_id>

</accountInformation>
<siteInformation>

<domain>customer's domain name</domain>
<!-- This field must contain either 'yes' or 'no' based on whether 

the domain has been verified by the partner -->
<trustedDomain>yes</trustedDomain>
<!-- When provisioning a SL Product with plan_offer_type = 'plan' -->
<subscription>SL Product ID from product worksheet</subscription>
<!-- 

When provisioning an SL Product with plan_offer_type = 'bundle' 

use the <bundle> tag instead of <subscription> 
When provisioning an SL Product with plan_offer_type = 'addon' 
use the <addon> tag instead of <subscription>; <addon> products 
may require additional required fields. Please see the SiteLock 
Partner API document for a list of required fields for the addon in question.

-->
</siteInformation>

</provisionAccount>
</SiteLockOnlineRequest>



Case E : Required Tags For Basic Provisioning
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>

</authentication>
<modifyAccount type="live">

<accountInformation>
<account_id>SiteLock's customer account ID</account_id>

</accountInformation>
<siteInformation>

<id>SiteLock's customer Site ID</id>
<!-- When provisioning a SL Product with plan_offer_type = 'plan' -->
<subscription>SL Product ID from product worksheet</subscription>
<!-- 

When provisioning an SL Product with plan_offer_type = 'bundle' 

use the <bundle> tag instead of <subscription> 

-->
</siteInformation>

</provisionAccount>
</SiteLockOnlineRequest>



Case F : Required Tags For Basic Provisioning
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>

</authentication>
<provisionAddon>

<addonInfo>
<site_id>SiteLock's customer site ID</site_id>
<subscription>SL Product ID from product worksheet</subscription>

</addonInfo>
</provisionAddon>

</SiteLockOnlineRequest>



Case G : Assigning a domain name to a 'parked' SiteLock Site
<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
<SiteLockOnlineRequest>  

<authentication>
<user>Partner's API login ID</user>
<password>Partner's API password</password>

</authentication>
<modifyAccount>

<siteInformation>
<id>SiteLock's customer site ID</id>
<domain>name of the domain</domain>
<trusted_domain>'yes' if domain ownership has been verified</trusted_domain>
<domain_email>email id associated with this domain</domain_email>

</siteInformation>
</modifyAccount>

</SiteLockOnlineRequest>
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Advanced Provisioning: SMARTconfiguration

is SL SMART 
included in the 

package
Yes

call modifySMART
minimum recommended values include:

 <frequency>daily</frequency>
<ftp_host>??.com</ftp_host>
<ftp_pw>??</ftp_pw>
<ftp_timeout>1800</ftp_timeout>
<ftp_user>>??</ftp_user>
<methods>
<php>1</php>
<ftp>2</ftp>
</methods>
<parallel>2</parallel>
<php_retries>5</php_retries>
<php_timeout>30</php_timeout>
<port></port>
<protocol>ftp</protocol>
<status>active</status>
<web_url>??</web_url>

set <auto_fix>warn</
auto_fix>

No

Advise customer that 
this service could 

automatically modify 
their source code if so 

configured. 

Consent 
obtained for 
automatic 
removal

set <auto_fix>fix</
auto_fix>

Yes
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Advanced Provisioning: WAF Configuration

is SL TrueShield 
included in the 

package
SSL Site

SiteLock returns 
new DNS 

Information

No

Partner updates 
CNAME and A 

records

TrueShield : 
Basic 

provisioned?
Yes

SiteLock provides 
TXT record for 

domain verification
No

Partner updates the 
customer's DNS 

records

Partner calls 
SiteLock API

getAnpProvisioningS
tatus

SL returns status = 'pending-
dns'?

(domain verification 
complete)

Yes

Yes

Partner calls 
SiteLock API

getAnpProvisioningS
tatus

SL returns
status='ready'?

(configuration complete)

wait 4 hoursNo

wait 4 hoursNo

done

Yes

Call fails. Must provision TrueShield : 
Professional or higher
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